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Question: 53

An organization wants guests to be able to create their own guest accounts for access to the public WLAN. Guests do not want to have to

repeatedly log in multiple times through the day.
Which ClearPass feature can meet these requirements?

« A. ClearPass Onboard Portal.

« B. Guest access with Media Access Control (MAC) caching.
« C. Enforcement based on endpoint profiling.

« D. Guest self-registration with sponsor approval.

Answer: A
Question: 54

Refer to the exhibit.
Enforcement Policies - Corp SSID Access

GBS Enforcement Rules

Enforcement:

Name: Corp SSID Access
Description:

Enforcement Type: RADIUS

Default Profile: Allow Internet Only Access
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions

1. (Tips:iRole employee) Allow Full Access
2. (Tips:Role [Contractor]) Corp Secure Contractor
3. (Tips:Role Corp BYOD) Secure Corp BYOD Access

Configuration > Identity > Local Users

Local Users
Filter: | Role - contains employee 3 Go Clear Filter
e | UserID A Name Role
1. | | john john [Employee]
2. || mike mike [Employee]
3. ] neil neil [Employee]

Showing 1-3 of 3
What will be the enforcement for the user "neil"?

« A. Allow Full Access

« B. Secure Corp BYOD Access
« C. Allow Internet Only Access
« D. Corp Secure Contractor

Answer: A



Question: 55
Which actions are necessary to set up a ClearPass guest captive portal web login page to execute with no errors? (Choose two.)

« A. Configure the vendor settings in the Web Login page to match the Network Access Device (NAD).

B. Install a publicly signed HTTPS certificate in ClearPass and the Network Access Device (NAD).

« C. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in the Network Access Device (NAD).

« D. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in ClearPass and the Network Access Device (NAD).
E. Configure the vendor settings in the Network Access Device (NAD) to match the web login page.

Answer: BE
Question: 56
What is the benefit of installing a wild card certificate for captive portal authentication?

« A. Wild card certificates provide greater security than normal certificates.

« B. Allows different certificates for each controller for increased security.

« C. Guests no longer are required to validate certificates during captive portal.

« D. Allows the single wild card certificate to be installed on all controllers in the environment.

Answer: D
Question: 57
What are two ways to add guest accounts to ClearPass? (Choose two.)

« A. Importing accounts from Active Directory once ClearPass is added with Admin credentials.
« B. Assigning the default role "Lobby Ambassador to a receptionist to then add the accounts.
C. Using the "Import Accounts" under ClearPass Guest.

D. Using the "Create Account” or "Create Multiple™ options under ClearPass Guest.

E. Using the "Sync Accounts™ under ClearPass Guest.

Answer: CD
Question: 58
Which ClearPass fingerprint collectors are valid for active profiling of endpoints? (Choose two.)

« A. HTTP user agents

- B.IF-MAP

C. DHCP fingerprinting
« D. NMAP

« E. SNMP

Answer: AE
Question: 59

An organization wants to have guests connect their own personal devices to the wireless network without requiring a receptionist setting up a
guest account.
Which ClearPass feature can be used to meet the organization's requirements?

« A. Policy Manager Enforcement

« B. MAC authentication with profiling
« C. ClearPass Onboard

« D. Guest with self-registration

Answer: D



Question: 60

Which Authorization Source support device profile enforcement?

« A. OnGuard Repository
 B. Local user Repository
« C. Guest User Repository
« D. Endpoint Repository

Answer: B
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